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A DATA-DRIVEN APPROACH TO THE
DIGITALIZATION OF PUBLIC
PROCUREMENT AUDITING

Rajabov Shukhrat Ismayilovich
Independent Researcher,
Tashkent State University of Economics

Abstract. This article develops a data-driven digital approach to public procurement auditing. The author
proposes an approach aimed at transitioning from periodic audits to continuous monitoring based on six risk
indicators (red flags) automatically calculated from data obtained from information systems (the electronic
public procurement system, treasury system, and accounting system), as well as a three-level risk signalling
mechanism. The proposed approach enables early risk identification, automates the processes of assessing
materiality and risk levels, and strengthens the preventive function of internal audit. The research findings
contribute to advancing public procurement auditing towards a modern digital framework.

Keywords: public procurement, internal audit, digitalisation, data analytics, risk indicators, red flags,
continuous auditing, preventive audit, electronic system, monitoring.

AHHoTauus. B ctatbe paspaboTtaH LundpoBon Noaxon K ayauTy rocy4apCTBEHHbIX 3aKyNOK, OCHOBaHHbIN
Ha aHanm3e OaHHbIX. ABTOpOM npeagnoXeH noaxon, HaFIpaBJ'IeHHbIVI Ha nepexoj ot nepunognyeckoro ayauta
K HempepbiBHOMY MOHMUTOPMHIY Ha OCHOBE LUECTM WHAMKATOPOB pucka (KpacHbIX dnaroB), aBTOMAaTUYECKU
paccynuTbiBaeMbIX Ha OCHOBE [AaHHbIX I/IHC*)OpMaLWIOHHbIX cuctem (SJ'IeKTpOHHOVI CUCTEeMbl roCyaapCTBEHHbIX
3aKyroK, Ka3Ha4enNCKoW CUCTEMbI M CUCTEMbI ByXxranTepcKoro y4éta), a Takke TPEXypPOBHEBOTO MEXaHM3Ma PUCK-
CUrHanunsauunun. I'IpennaraeMbM nogxoad no3BOJIAET BbIABNATE PUCKM Ha PaHHUX CTagudax, aBTOMaTtu3npoBaTb
MPOLIECChI OLIEHKU CYLLIECTBEHHOCTU U YPOBHSA pUCKa, a TaKXe YCUMUTb NPEBEHTUBHYIO DYHKLNIO BHYTPEHHETO
ayguTta. PesynbraTbl uccrnegoBaHmsi CIOCOOCTBYOT pa3BUTUIO ayAuTa rocy4apCTBEHHbIX 3aKyMOK B HANpaBieHnm
COBPEMEHHOTO LingpoBoro hopmara.

KntoyeBble cnoBa: rocyfapCTBEHHbIE 3aKyMKW, BHYTPEHHWA ayauT, LUMdpoBM3aumMs, aHanv3 OaHHbIX,
WHOWKATOPbl pUcKa, KpacHble rarn, HenpepbiBHbIA ayauT, MPEBEHTUBHbLIA ayauT, 3NEeKTPOHHas cucTtema,
MOHUTOPWUHT.

INTRODUCTION

Under contemporary conditions, public procurement processes are becoming increasingly digitalised. The
growing use of electronic procurement systems generates substantial volumes of data. The effective utilisation
of these data creates opportunities to advance public procurement auditing to a new, digitally enabled level. In
practice, however, audits are still frequently conducted using traditional manual methods, while the potential of
digital technologies remains insufficiently utilised.

Digitalisation in public procurement involves not only the automation of procurement procedures but also
the fundamental transformation of control and audit systems. Data stored in electronic systems constitute a
valuable source of audit evidence, enabling the systematic analysis of procurement processes and the targeted
identification of potential risks. Unlike traditional audit procedures, which are often significantly influenced by
human judgement, data-driven auditing can enhance the objectivity, consistency and reliability of audit results.

Traditional auditing is generally periodic in nature and is conducted selectively within predetermined time
intervals. Such an approach does not allow auditors to cover large volumes of procurement transactions in a
timely manner and may result in the late detection of irregularities. In contrast, digitalisation and data analytics
make it possible to continuously monitor procurement activities and identify emerging risks at an early stage.

In the Republic of Uzbekistan, the electronic public procurement system, including the kharid.uzex.uz
platform, has been introduced, and measures are being implemented to digitalise public audit activities. Under
these conditions, the digitalisation of public procurement auditing and the development of data-analytical tools
have become increasingly relevant.

econoscitech-integration-journal.uz
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The purpose of this article is to develop an approach to the digitalisation of public procurement auditing
based on risk indicators and continuous monitoring.

LITERATURE REVIEW

The application of data analytics and risk indicators in public procurement has received considerable
attention in recent years. The Open Contracting Partnership (2024) systematises public procurement risk
indicators, commonly referred to as red flags, and proposes methods for identifying potential corruption risks
based on these indicators. A study published in EPJ Data Science (2025) provides a general overview of data-
driven methods for detecting potential irregularities and risk patterns in public procurement.

In the field of internal auditing, Sawyer (2012) and Moeller (2016) identify continuous auditing as one of the
most promising directions in the development of modern audit practice. Kazakova (2019) examines the role of
data analytics in auditing, while INTOSAI GUID 5280 recommends the use of data analysis techniques in the
audit of public procurement.

The concept of continuous auditing began to develop in audit theory in the late twentieth century. Its
essence lies in the automation of audit procedures and the continuous analysis of data. The rapid development
of digital technologies has created opportunities for the broader application of continuous auditing in the public
sector, including public procurement.

The risk-indicator, or red-flag, approach is widely recognised as an important instrument for preventing
and detecting corruption in public procurement. International organisations, including the World Bank and the
Organisation for Economic Co-operation and Development, recommend the use of risk indicators in public
procurement oversight. This method enables potentially high-risk transactions and circumstances to be
identified rapidly within large datasets.

The specific characteristics of public procurement have been extensively examined in international
studies, including the works of Arrowsmith (2014) and Thai (2009). The organisational foundations of internal
audit have also been addressed in the studies of local researchers, including llhamov (2019) and Abdieva
(2022). Nevertheless, an integrated approach combining the digitalisation of public procurement auditing, the
automated calculation of risk indicators and the transition to continuous monitoring has not yet been sufficiently
developed. This research gap determines the relevance of the present study.

RESEARCH METHODOLOGY

The study examines international practices and academic research relating to public procurement data
analytics and risk indicators and adapts them to the institutional and technological conditions of Uzbekistan.
A systems approach was employed to develop digital auditing as an integrated framework comprising
interconnected data, analytical, monitoring and decision-making components.

Methods of analysis and synthesis were used to identify, classify and structure public procurement risk
indicators. Comparative analysis was applied to assess the experiences of foreign electronic procurement
and risk-analysis systems, including the Korean Online E-Procurement System (KONEPS), Brazil's Public
Spending Observatory and risk-analysis mechanisms (BRIAS), and Ukraine’s ProZorro system. Their potential
applicability to the public procurement environment of Uzbekistan was subsequently evaluated.

Logical generalisation was used to formulate the main conclusions and recommendations. During the
research, public procurement risk indicators were analysed and organised into a system of indicators that can
be calculated using data obtained from electronic procurement platforms.

A signalling mechanism and the structure of an audit management dashboard were developed with
due consideration of practical audit requirements. These instruments are intended to support the automated
identification of risk events, the prioritisation of audit objects and the timely adoption of appropriate audit
responses.

ANALYSIS AND RESULTS

The digitalisation of public procurement auditing refers to the organisation of audit activities through
electronic systems and data-analytical technologies. The foundation of digital auditing consists of data obtained
from various information systems. When these datasets are integrated and analysed collectively, it becomes
possible to identify risks arising during public procurement procedures automatically.

The effective operation of a digital audit system requires the integration of procurement, treasury, tax,
customs, budgetary and other relevant databases. Such integration allows auditors to evaluate procurement
transactions comprehensively, identify inconsistencies between different sources of information and detect
potentially high-risk transactions at an early stage.
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The principal data sources required for the digitalisation of public procurement auditing are presented in
Table 1.

Table 1
Main Information Sources for Digital Public Procurement Auditing?

Source of information Data to be obtained

State procurement electronic system (kharid.uzex.uz) | Announcements, offers, participants, winners, prices, contracts

Treasury system Payments, budget execution, movement of funds
Accounting system Expenses, calculations, movement of material assets
Registers and databases Suppliers, contracts and blacklist information

Integration of data sources represents a fundamental requirement for the implementation of digital auditing.
When data obtained from different information systems are consolidated within a unified analytical platform,
auditors can obtain a comprehensive and integrated view of the public procurement process. For instance,
cross-referencing contract information from electronic procurement systems with payment data from treasury
systems enables the identification of potential risks, including payments for goods, works or services that have
not been actually delivered or completed.

A major challenge in data integration is the diversity of formats, structures and technological environments
in which information is stored. Therefore, effective digital auditing requires the standardisation of data formats
and the establishment of reliable mechanisms for information exchange between different systems. Modern
data analytics platforms provide opportunities for the automated collection, processing and integration of data
from multiple sources, thereby creating the necessary technological foundation for digital audit procedures.

Data quality is a critical determinant of the effectiveness and reliability of digital auditing. For risk indicators to
be calculated accurately, information recorded in electronic procurement systems must be complete, accurate,
consistent and timely. Accordingly, standardised data-entry procedures and continuous data-quality control
mechanisms are essential components of a digital audit framework. High-quality data ensure the reliability of
analytical results and improve the effectiveness of risk identification.

Through the analysis of integrated data from various sources, procurement risk indicators (red flags) can be
calculated automatically. These indicators serve as signals of potential irregularities, inefficiencies or integrity-
related risks within procurement processes. The author proposes six key risk indicators for public procurement,
which are presented in Table 2.

Table 2.
Key risk indicators (red flags) in public procurement audits?
Risk indicator Description Potential risk
Single-participant Only one participant submitted an offer Limited competltlonle.md pote'n.tlal restriction
procurement of competitive conditions
. The same supplier repeatedly receives Potential supplier concentration and
Repeat winner . .
procurement contracts preferential treatment risks
. The contract price significantly differs from Possible price deviation from market
Price anomaly o
market reference values conditions
. A large procurement is divided into Possible circumvention of established
Split procurement .
smaller transactions procurement thresholds
Multiple contract The contract is amended multiple times Potential changes to initial procurement
amendments after signing conditions
Unusually short The period for submitting offers is o . e
procurement period significantly shorter than expected Potential limitation of supplier participation

The risk indicators presented in the table are calculated automatically based on data obtained from
electronic procurement systems. For example, the system analyses the number of bidders participating in each
procurement procedure to identify single-participant tenders and examines the frequency of contract awards to

1 Source: Author’s development.
2 Source : author development based on Open Contracting Partnership (2024) .
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particular suppliers in order to detect repeated winners. Such automation reduces the need for time-consuming
manual analysis and allows auditors to focus on high-risk procurement activities.

Various analytical techniques are applied for the calculation of procurement risk indicators. Statistical
methods are used to identify price anomalies and unusual transaction patterns; frequency analysis helps detect
relationships between repeated contract winners and procurement participants; while rule-based approaches
evaluate predefined risk conditions, such as compliance with established time limits or financial thresholds. The
combined application of these methods improves the accuracy and reliability of risk identification.

Each risk indicator reflects a specific category of potential irregularity. Indicators related to single-participant
procurement and unusually short procurement periods may signal artificial restrictions on competition. The
repeated-winner indicator may indicate potential collusion or preferential treatment, while price anomaly
indicators may reveal possible inefficient use or inefficient or inappropriate use of public funds. Split procurement
indicators may suggest attempts to circumvent established procurement procedures or thresholds. The
simultaneous presence of several risk indicators within a single procurement transaction significantly increases
its overall risk level.

Based on the identified risk indicators, procurement transactions are classified using a three-level risk
signalling mechanism. This mechanism enables auditors to prioritise procurement objects requiring further
examination and allocate audit resources more effectively. The three-level signalling mechanism is presented
in Table 3.

Table 3
A three-level risk signalling mechanism based on danger indicators?
Signal level Danger indicators Audit response
Green (low risk) Indicators are absent or of little importance Regular continuous monitoring
Yellow (medium risk) One or two indicators have been identified Additional inspection and monitoring
Red (high risk) Several or serious indicators have been identified Perform a detailed audit review

The risk signalling mechanism is closely integrated with the risk-based audit methodology and the
materiality approach. Procurement transactions that generate risk indicators (red flags) are classified as high-
risk objects and are subject to a lower materiality threshold and more detailed audit procedures. This integration
transforms digital auditing into a comprehensive and systematic audit framework.

The practical operation of the system can be illustrated through the following example. Assume that the
system simultaneously identifies indicators of single-participant procurement, price anomalies and multiple
contract amendments within a single procurement transaction. In this case, the transaction receives a red-flag
status and is automatically prioritised for detailed audit examination. The auditor then performs a targeted and
focused audit based on the specific risk indicators identified by the system. Compared with traditional manual
analysis, this approach significantly reduces the time and resources required for risk assessment.

A fundamental outcome of digitalisation is the transition from periodic auditing to continuous auditing.
Continuous auditing enables the identification of risks through continuous and automated analysis of procurement
data. Unlike traditional periodic audits, which evaluate transactions after a certain period, continuous auditing
provides ongoing monitoring of procurement activities and allows potential irregularities to be detected at an
early stage.

Another significant advantage of digital auditing is the ability to analyse the entire population of
procurement transactions. Due to limitations in time and resources, traditional audit approaches usually rely on
selective sampling. In contrast, digital auditing automatically processes all transactions recorded in electronic
procurement systems. This approach reduces the likelihood that significant risks will remain undetected and
substantially increases audit coverage.

The continuous audit mechanism consists of several interconnected components. These include automated
data collection and updating, periodic recalculation of risk indicators (for example, on a daily or weekly basis),
and automatic notifications to auditors regarding identified risk events. Such a mechanism enables continuous
oversight of procurement processes without requiring constant manual intervention and significantly improves
audit efficiency.

3 Source: Author’s development.

econoscitech-integration-journal.uz

434



7/2026 ECONOSCITECH INTEGRATION

Real-time monitoring represents one of the principal advantages of continuous auditing. While traditional
audit procedures may identify irregularities only after a considerable period of time, continuous auditing detects
risk events at the moment they occur or shortly thereafter. This not only reduces potential financial losses
but also creates a preventive effect, as procurement participants are aware that transactions are subject to
continuous monitoring.

Continuous auditing transforms public procurement auditing from a reactive control mechanism into a
preventive risk-management instrument. Whereas traditional audits generally identify issues after the completion
of procurement activities, digital continuous auditing enables risks to be detected during the procurement
process and, in certain cases, before negative consequences arise. Consequently, the role of auditing expands
from identifying deficiencies to preventing them.

The primary advantage of preventive auditing is the ability to minimise losses before they occur. In a
traditional audit model, financial or operational damage may already have been incurred by the time irregularities
are identified, making recovery difficult. Preventive auditing allows risks to be recognised at an early stage,
appropriate corrective measures to be implemented, and potential losses to be avoided. This contributes to the
efficient use of public funds and strengthens confidence in the procurement system.

The results of digital auditing can be presented through a visual analytical dashboard. The dashboard
provides information on high-risk procurement transactions, identified risk indicators and corresponding signal
levels, enabling auditors and management to make timely and informed decisions. This ensures that audit
results are presented in a clear and actionable format.

The dashboard can be adapted to the information needs of different user groups. For auditors, it
provides detailed risk profiles and analytical information, while management receives aggregated indicators,
trends and overall risk assessments. Visual risk indicators allow users to focus attention on the most critical
procurement areas, while historical analysis enables monitoring of changes in risk levels and audit outcomes
over time.

International experience demonstrates the effectiveness of digital auditing approaches. The Korean Online
E-Procurement System (KONEPS) and the Bid Rigging Indicator Analysis System (BRIAS) apply data analytics
techniques to identify procurement risks automatically. Ukraine’s ProZorro open-data procurement platform
improves transparency and strengthens public oversight mechanisms. These practices provide valuable
experience that can be adapted to the institutional environment of Uzbekistan.

The digitalisation of state audit activities in Uzbekistan is supported at the policy level. Current reforms
aimed at improving public audit effectiveness include the introduction of digital technologies and the wider
application of data analytics. The existing electronic public procurement infrastructure provides the necessary
foundation for implementing the proposed digital audit approach.

The proposed approach provides several important advantages. First, it enables the early and automated
identification of procurement risks. Second, it expands audit coverage by allowing continuous analysis of all
procurement transactions. Third, it reduces the burden of manual analytical procedures and allows auditors
to concentrate on complex and high-risk areas. Fourth, it strengthens the preventive function of auditing by
enabling risks to be addressed before significant consequences occur.

One of the most promising future directions of digital auditing is the application of artificial intelligence and
machine learning technologies. These technologies can identify hidden patterns, complex relationships and
previously undetected anomalies within large datasets. Their further development will enhance the accuracy,
adaptability and effectiveness of public procurement audit systems.

The proposed digital approach forms an integrated framework together with risk-based auditing,
materiality assessment and audit procedures. Digital technologies provide mechanisms for automating these
methodological approaches and applying them effectively in practical audit activities. Consequently, public
procurement auditing can evolve into an integrated, modern and digitally enabled system.

Although the implementation of digital auditing requires initial investments in technological infrastructure
and organisational development, it can generate significant long-term economic benefits. Automation of
time-consuming analytical procedures reduces audit costs, improves auditor productivity and contributes to
the preservation of public resources by preventing potential losses. Therefore, investment in digital auditing
systems can be considered economically justified.

At the same time, several challenges should be considered in the digitalisation of public procurement
auditing. First, the effectiveness of digital audit depends on the quality, completeness and reliability of available
data, as inaccurate or incomplete information may reduce the accuracy of risk assessments. Second, successful
implementation requires appropriate technological infrastructure and qualified specialists. Third, ensuring
cybersecurity, data protection and confidentiality remains a critical requirement. Addressing these challenges is
essential for the sustainable implementation of digital audit mechanisms.
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CONCLUSIONS AND SUGGESTIONS

Based on the research findings, the following conclusions are formulated regarding the digitalisation of
public procurement auditing.

First, the digitalisation of public procurement generates substantial volumes of structured data, and the
effective utilisation of these data creates opportunities for continuous and more efficient audit procedures.

Second, the proposed approach enables the rapid identification of high-risk procurement transactions
through six automatically calculated risk indicators (red flags) and a three-level risk signalling mechanism
based on electronic procurement system data.

Third, digitalisation facilitates the transformation of public procurement auditing from a periodic control
activity into a continuous monitoring system and from a reactive approach into a preventive mechanism aimed
at early risk detection and mitigation.

Fourth, the proposed approach is compatible with risk-based auditing principles and materiality assessment
methods. It is recommended that the research findings be considered in the development of methodological
guidelines and practical programmes for the digitalisation of public procurement auditing.

Fifth, the digital transformation of public procurement auditing should be implemented gradually. The
recommended sequence includes the integration of relevant data sources, the introduction of automated
risk indicators and the subsequent transition to continuous monitoring. Such a phased approach will support
effective, sustainable and institutionally appropriate implementation of digital audit systems.
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