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THE EVOLUTION OF FACTORS DETERMINING 
FINANCIAL STABILITY IN THE ERA OF 
DIGITAL ECONOMIC TRANSFORMATION
Usmanova Guljakhon Ulugbek kizi
PhD Student,
Fergana State Technical University, 
E-mail: Solijonova@list.ru

Abstract. This article examines the historical evolution of the factors determining financial stability in 
the context of the digital economy and institutional transformation. It traces the transition from traditional 
macroeconomic and prudential factors to contemporary determinants, including fintech, artificial intelligence, big 
data, blockchain technologies, and cybersecurity. The article also examines the evolving role of central banks 
and financial supervisory authorities in the digitalisation process, considers relevant international experience, 
and discusses its practical implications for the Republic of Uzbekistan.

Keywords. digital economy, financial stability, fintech, cybersecurity, artificial intelligence, blockchain, 
prudential regulation, central bank, financial transformation.

Аннотация. В статье рассматривается историческая эволюция факторов, определяющих 
финансовую стабильность в условиях цифровой экономики и институциональной трансформации. 
Прослеживается переход от традиционных макроэкономических и пруденциальных факторов к 
современным детерминантам, включая финтех, искусственный интеллект, большие данные, блокчейн-
технологии и кибербезопасность. Особое внимание уделяется трансформации роли центральных 
банков и органов финансового надзора в процессе цифровизации. Рассматривается соответствующий 
международный опыт и его практическое значение для Республики Узбекистан.

Ключевые слова. цифровая экономика, финансовая стабильность, финтех, кибербезопасность, 
искусственный интеллект, блокчейн, пруденциальное регулирование, центральный банк, финансовая 
трансформация.

I N T R O D U C T I O N
Over the past few decades, the global economy has undergone profound structural changes. The 

rapid development of information and communication technologies, the expansion of digital platforms, and 
the increasing technological sophistication of financial services have significantly transformed the traditional 
financial system. These developments in the banking and financial sector are reshaping not only the forms and 
channels of service delivery but also the range of factors that underpin financial stability.

Traditionally, financial stability has been assessed using a range of macroeconomic and prudential 
indicators, including the capitalisation and liquidity of the banking system, inflation dynamics, and fiscal 
conditions. In the era of digital transformation, however, the analytical framework has expanded to encompass 
additional dimensions, including the resilience of technological infrastructure, cybersecurity, data protection, 
algorithmic risks, and digital financial inclusion. Consequently, the assessment of financial stability has become 
increasingly complex and multidimensional. This broader interpretation is consistent with the understanding 
of financial stability as a dynamic condition in which the financial system remains capable of performing its 
essential functions, managing risks, and absorbing shocks.

The purpose of this article is to analyse the historical evolution of the factors determining financial stability, 
identify the emerging risks and opportunities associated with the development of the digital economy, and 
formulate practical conclusions with particular reference to the financial system of the Republic of Uzbekistan. The 
relevance of the research stems from the increasing importance of continuously adapting financial institutions and 
regulatory frameworks to the rapid pace of digital transformation. Such adaptation can contribute to strengthening 
the resilience of the financial system, improving the management of emerging risks, and supporting financial 
stability in an increasingly digitalised economic environment.
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L I T E R A T U R E  R E V I E W
The theoretical foundations of financial stability research have been shaped by academic literature as well 

as by the analytical and regulatory work of international financial institutions and standard-setting bodies. In the 
IMF literature, financial stability is conceptualised not merely as a static condition but as a dynamic continuum 
reflecting the financial system’s capacity to facilitate economic processes, manage financial risks, and absorb 
internal and external shocks.

Traditional approaches to assessing financial stability have focused on factors such as bank capital 
adequacy, asset quality, liquidity, interest-rate and exchange-rate dynamics, and broader macroeconomic and 
fiscal conditions. These factors have been assessed through microprudential and, increasingly, macroprudential 
frameworks. The Basel regulatory framework has played an important role in strengthening banking regulation, 
supervision, and risk management. In particular, Basel III, developed in response to the global financial crisis 
of 2007–2009, strengthened microprudential requirements while incorporating a macroprudential dimension, 
including capital buffers designed to enhance the resilience of the banking system.

The global financial crisis of 2007–2009 further highlighted the importance of complementing traditional 
indicators with a broader assessment of systemic vulnerabilities and interconnectedness within the financial 
system. The experience of the crisis reinforced attention to system-wide risks, interactions among financial 
institutions and markets, and the need for macroprudential approaches capable of considering risks extending 
beyond individual institutions. This contributed to the further development and practical application of systemic-
risk analysis and macroprudential policy frameworks.

More recent research and regulatory developments have broadened the analysis of financial stability 
to incorporate technological, operational, and cyber-related dimensions. The increasing reliance of financial 
institutions on digital infrastructure, software, data, and third-party technology providers has made digital 
operational resilience an increasingly important component of financial-sector risk management. The European 
Union’s Digital Operational Resilience Act (DORA), for example, establishes a harmonised framework for 
managing ICT-related risks across the financial sector and provides for oversight of critical third-party ICT 
service providers. These developments illustrate the growing importance of incorporating digital operational 
resilience and cybersecurity into contemporary analyses of financial stability.

R E S E A R C H  M E T H O D O L O G Y
This study employs a qualitative, descriptive-analytical research design based on a systematic review and 

synthesis of academic literature, international regulatory reports, and official statistical and analytical materials 
published by the Central Bank of the Republic of Uzbekistan.

The historical-evolutionary method is used to trace the development of factors affecting financial stability 
across three distinct stages: the traditional prudential stage, the systemic and macroprudential stage that 
developed in response to the global financial crisis of 2007–2009, and the current stage of digital transformation.

Comparative analysis is applied to examine international experience in the European Union, selected 
Asian countries, particularly China and South Korea, and the United States in order to identify common patterns 
and country-specific approaches to incorporating technological factors into financial-stability regulation.

Finally, a case-study approach focusing on the Republic of Uzbekistan is used to relate the theoretical and 
comparative findings to practical recommendations relevant to the national financial system. The combination 
of these methods provides a comprehensive and multidimensional framework for assessing the evolution of 
factors affecting financial stability and their implications for contemporary regulatory practice.

A N A LY S I S  A N D  R E S U LT S
The digital economy can be understood as an economic environment in which information and 

communication technologies, data, and digital platforms play an increasingly important role in the creation 
and exchange of value. In the financial sector, this transformation is reflected in the development of fintech 
companies, mobile banking services, electronic payment systems, digital currencies, and the increasing use of 
credit-scoring algorithms.

Digital transformation has expanded opportunities for access to financial services, thereby supporting 
financial inclusion. At the same time, it has introduced additional categories of risk that need to be incorporated 
into financial-stability analysis. These include technological disruptions, interconnected-system dependencies, 
the continuing development of regulatory and supervisory frameworks for fintech activities, and changes in 
the competitive structure of financial markets. International financial institutions similarly identify cyber risk, 
third-party dependencies, service-provider concentration, and technology-related vulnerabilities as increasingly 
relevant considerations for financial stability.
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Furthermore, the global expansion of digital platforms and financial technologies has strengthened cross-
border financial interconnectedness, increasing the importance of considering channels through which financial 
and operational disruptions may be transmitted across jurisdictions. Consequently, contemporary financial-
stability analysis increasingly requires consideration of national, regional, and global dimensions.

First stage — traditional prudential factors. At this stage, financial stability was primarily associated with 
the soundness and resilience of individual financial institutions, particularly banks. Capital adequacy, liquidity 
indicators, asset quality, including the share of non-performing loans, and profitability were among the principal 
indicators used in prudential assessment. The development of international banking regulation during this 
period was significantly influenced by the Basel I and Basel II frameworks.

Second stage — systemic and macroprudential approach. Following the global financial crisis of 2007–2009, 
greater attention was given to the interconnectedness of financial institutions, systemically important banks, 
procyclicality, and system-wide vulnerabilities. Basel III subsequently strengthened the prudential framework 
by introducing and refining a range of measures, including capital buffers and new liquidity standards. The 
Liquidity Coverage Ratio (LCR) was designed to strengthen banks’ short-term resilience to liquidity stress, 
while the Net Stable Funding Ratio (NSFR) promotes a more stable funding profile in relation to banks’ assets 
and off-balance-sheet activities. During this stage, financial-stability analysis increasingly expanded from the 
resilience of individual institutions to the resilience of the financial system as a whole.

Third stage — digital transformation and technological factors. Over the past decade, technological and 
operational considerations have become increasingly important components of financial-stability analysis. 
These include cybersecurity and the resilience of information infrastructure; model and algorithmic risks 
associated with artificial intelligence and machine learning; data quality and governance in data-driven credit-
risk assessment; risks associated with digital assets and distributed-ledger technologies; interactions between 
fintech companies and traditional financial institutions; and operational dependencies on cloud-computing 
infrastructure and third-party technology providers. The FSB specifically identifies third-party dependencies and 
service-provider concentration, market correlations, cyber risk, and model risk, data quality, and governance as 
important AI-related vulnerabilities with potential financial-stability implications.

At this stage, supporting financial stability increasingly requires a combination of financial, technological, 
data-governance, and cybersecurity expertise. Accordingly, financial regulatory and supervisory authorities are 
progressively incorporating issues such as data governance, model transparency, operational resilience, and 
critical third-party dependencies into their supervisory and risk-monitoring frameworks.

The risks relevant to financial stability in the digital economy can be grouped into several interconnected 
categories. First, cybersecurity risks include cyberattacks on banking and financial systems, data breaches, 
and distributed denial-of-service (DDoS) attacks, all of which can affect the operational resilience of financial 
institutions. As financial institutions become increasingly dependent on shared digital infrastructure, cyber 
incidents may also have broader implications when disruptions spread across interconnected institutions and 
common technologies.

Second, algorithmic and model risks arise from the growing use of artificial intelligence and machine-
learning systems in financial decision-making. Data-quality limitations, model errors, governance challenges, 
and correlated use of similar models can influence credit assessment, investment decisions, and broader 
financial-market dynamics. At the same time, well-governed AI can provide significant benefits, including 
enhanced data analysis, operational efficiency, regulatory compliance, and more personalised financial services.

Third, digital-asset-related risks may become increasingly relevant as interactions between digital-asset 
markets and traditional financial institutions develop. Volatility, interconnectedness, and potential transmission 
channels therefore warrant continued monitoring as part of a broader financial-stability framework.

Fourth, the evolving regulatory environment for fintech requires supervisory and regulatory frameworks to 
continue adapting to new business models, technologies, and forms of financial intermediation. Rather than 
describing these developments as “shadow digital finance”, it is more analytically precise to recognise that some 
emerging activities may not fit neatly within regulatory frameworks originally designed for traditional financial 
institutions. This creates opportunities for the further development of proportionate, technology-responsive 
supervisory approaches. The FSB has similarly identified supervisory and regulatory issues arising from fintech 
development as areas requiring continued attention.

Fifth, operational concentration risk may arise when multiple financial institutions depend on a relatively 
limited number of critical cloud-computing or other third-party technology providers. Such concentration can 
create common dependencies and potential single points of failure. However, cloud services can also improve 
scalability, flexibility, and institutional resilience; therefore, the relevant issue is the effective management of 
concentration, governance, and operational-resilience risks rather than the use of cloud technologies itself.

Sixth, digital-inclusion considerations are becoming increasingly relevant as financial services move 
towards digital channels. Differences in digital skills, technological access, and the ability to use digital 
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financial services can affect the extent to which different population groups benefit from financial innovation. 
Strengthening digital financial literacy and accessibility can therefore support broader and more inclusive 
participation in the financial system.

In the context of digital transformation, the responsibilities of central banks and financial supervisory 
authorities are becoming increasingly diverse. Alongside their traditional monetary policy, prudential regulation, 
and supervisory functions, regulatory authorities are paying greater attention to the resilience of digital 
financial infrastructure, the development and supervision of fintech activities, data governance and protection, 
cybersecurity, and operational resilience.

Many jurisdictions are increasingly adopting RegTech (regulatory technology) and SupTech (supervisory 
technology) solutions to enhance the collection, processing, and analysis of regulatory and supervisory 
data. These technologies can support more timely monitoring of financial activities, facilitate anomaly 
detection, and strengthen the early identification and assessment of emerging risks. In parallel, central 
banks continue to research and experiment with Central Bank Digital Currencies (CBDCs), reflecting the 
broader transformation of payment systems and central bank money in an increasingly digital financial 
environment. According to the BIS 2024 survey, 85 of the 93 central banks surveyed were exploring 
a retail CBDC, a wholesale CBDC, or both, although the objectives and stages of development varied 
considerably across jurisdictions.

The use of regulatory sandboxes for testing innovative financial products and services under controlled 
conditions is also becoming increasingly established. Such mechanisms can facilitate innovation while enabling 
regulatory authorities to identify, assess, and manage potential risks before new products or business models 
are introduced on a broader scale.

International experience demonstrates the growing importance of integrating technological and operational 
considerations into financial regulatory and supervisory frameworks. In the European Union, a harmonised 
framework for digital operational resilience has been established to strengthen the capacity of financial institutions 
to manage risks associated with information and communication technologies.

In Asian economies, including China and South Korea, the expansion of digital and mobile financial 
services illustrates the potential of technological innovation to broaden access to financial services. At the same 
time, the increasing role of large technology companies in financial markets has highlighted the importance 
of proportionate regulatory and supervisory approaches that take account of new business models, market 
structures, data governance, and operational risks.

In the United States, fintech development has been supported by a market-oriented innovation environment 
alongside regulatory and supervisory arrangements operating at both federal and state levels. The diversity of 
institutional approaches across jurisdictions demonstrates that there is no single model for regulating digital 
financial transformation.

Overall, international experience suggests that an important policy objective is to maintain an appropriate 
balance between technological innovation and financial stability. This involves developing regulatory frameworks 
capable of identifying and managing emerging systemic and operational risks while preserving an enabling 
environment for responsible financial innovation.

In recent years, the Republic of Uzbekistan has continued to advance the digital transformation of its financial 
sector. The development of payment infrastructure, remote banking services, digital identification mechanisms, 
and financial technologies represents an important component of this process. Central Bank data demonstrate 
the extensive use and continued development of remote banking services, while its reporting also documents the 
expansion of digital identification technologies in banks and payment organisations.

The institutional framework for financial technologies is also developing further. The Central Bank has 
a dedicated Department of Financial Technology Development whose functions include participation in 
fintech-related legislative initiatives, coordination with fintech companies, payment organisations and banks, 
preparation of analytical proposals, and coordination of the regulatory sandbox. The regulatory sandbox 
provides a special legal regime in which financial-technology market participants can test innovative financial 
products and services under controlled conditions.

At the same time, several areas remain important for the further strengthening of financial stability in the 
context of digital transformation. These include enhancing cybersecurity and operational resilience, continuing 
the development of an appropriate legal and supervisory framework for fintech activities, strengthening digital 
financial literacy among individuals and entrepreneurs, and expanding opportunities for inclusive access to 
digital financial services, including for small and medium-sized enterprises.

Furthermore, as Uzbekistan’s financial system becomes increasingly connected with global digital 
financial markets and infrastructure, continued attention to resilience against external shocks, currency-
risk management, and the integration of advanced digital analytical tools into macroprudential supervision 
can further strengthen the national financial system. In this context, cooperation with international financial 
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institutions and the appropriate adaptation of recognised international standards to national conditions can 
support the continued development of regulatory and supervisory capacity.

Recent institutional developments further reinforce this direction. The Central Bank’s National Strategy 
for the Development of Financial Technologies for 2026–2030 identifies priorities related to strengthening 
digital financial infrastructure, attracting investment, developing human resources, and supporting the fintech 
ecosystem.

C O N C L U S I O N  A N D  R E C O M M E N D A T I O N S
The analysis indicates that the range of factors relevant to financial stability has become increasingly 

diverse and multidimensional over time. While traditional macroeconomic and prudential indicators continue 
to play a fundamental role, they are increasingly complemented by technological, operational, cybersecurity, 
data-governance, and digital-inclusion considerations. These developments highlight the importance of an 
integrated and multidisciplinary approach to analysing and supporting financial stability.

Based on the analysis, the following recommendations are proposed:
1. Strengthening specialised technological-risk expertise. Financial supervisory authorities may further 

develop specialised institutional capacity for identifying and assessing technological, cyber, operational, and 
model-related risks.

2. Expanding the application of RegTech and SupTech. The progressive integration of RegTech and 
SupTech solutions into supervisory practice can improve data processing, risk identification, and the timeliness 
of supervisory analysis.

3. Further developing the regulatory framework for fintech. Clear, proportionate, and adaptable regulatory 
provisions can support the sustainable development of fintech activities while facilitating effective risk 
management and responsible innovation.

4. Enhancing cybersecurity and data-protection frameworks. Continued alignment with recognised 
international principles and standards can strengthen the resilience of financial institutions and the protection 
of financial data.

5. Promoting digital financial literacy. Continuous educational and awareness programmes for individuals 
and entrepreneurs can support informed participation in digital financial services and contribute to broader 
financial inclusion.

Supporting financial stability in the era of digital transformation requires more than technological 
modernisation alone. It calls for a comprehensive approach that combines technological development with 
effective institutions, proportionate regulatory frameworks, cybersecurity and operational resilience, and 
the continued development of human capital. Such an approach can contribute to the long-term resilience, 
adaptability, and competitiveness of the financial system.
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