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THE IMPORTANCE AND RISKS OF ARTIFICIAL
INTELLIGENCE IN UZBEKISTAN: A SYNTHESIS
OF OPEN SOURCES AND A SWOT ASSESSMENT
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Abstract: Atrtificial intelligence (Al) has become a priority in Uzbekistan’s digital development policy, while evidence
concerning its benefits and associated risks remains dispersed across local-language academic studies, official reports,
and media publications. This article synthesizes 30 open sources, including 19 Uzbekistan-focused and 11 international
sources, through qualitative content analysis and a SWOT assessment. The Uzbekistan-focused evidence indicates that
Al adoption is concentrated in the financial sector, accounting for a 30% adoption share. Student use of Al increased from
31% to 57% during 2024-2025, whereas only 10% of public universities reported having fully integrated Al strategies.
Furthermore, officially reported cases involving unlawful Al-generated content increased from 1,129 in 2023 to 3,553
in 2024. A comparison with international research reveals that substantial task-level productivity gains documented in
experimental studies (Brynjolfsson et al., 2025; Noy & Zhang, 2023) contrast with more modest macroeconomic projections
(Acemoglu, 2025). The analysis identifies deepfake-enabled social engineering, rather than technical intrusion, as the
predominant Al-related threat in Uzbekistan, consistent with the findings of Chesney and Citron (2019) and Brundage et
al. (2018). The study argues that the central policy challenge lies in the gap between Al adoption and the development
of effective governance mechanisms, a pattern also suggested by regional survey evidence. The main limitations of the
study include its reliance on secondary statistical data, some of which have not been independently verified.

Key words: artificial intelligence; Uzbekistan; SWOT analysis; deepfake; cybersecurity; digital economy; Al governance.

AHHOTauus: MickyccTBeHHbIV nHTENneKT (M) cTan ogH1M 13 NpMOPUTETHBIX HAaNpaBneHWN NONUTUKN LMpoBOro pasBntus
Y3bekncraHa, Npu 3TOM CBEAEHUS O €ro NPevMyLLEeCTBax M COMyTCTBYHOLUUX PUCKAxX OCTATCS paccpeaoTOYEHHbIMU B
Hay4HbIX MICCNeO0BaHUSAX HA MECTHbIX S3blKaX, OuLManbHbIX OTYETAX U NyBnmkaumax cpeacTs MaccoBon MHopmaLuun. B
ctatbe 0606LueHbl 30 OTKPbIThIX UCTOYHUKOB, BKIOYas 19 MCTOMHUKOB, MOCBSALLEHHBLIX Y36ekucTaHy, n 11 mexayHapoaHbIX
nccrnegoBaHuin, ¢ NPUMEHEHNEM Ka4YeCTBEHHOIO KOHTeHT-aHann3a u SWOT-aHanu3a. Pesynsrathl M3y4eHUst UCTOYHUKOB,
NMOCBSILLEHHbIX Y30ekncTaHy, CBUOETENbCTBYIOT O TOM, YTO BHeapeHve W nperMyLlecTBEHHO COCPeOTOMEHO B
duHaHCOBOM cekTope, gons kotoporo coctaenset 30%. B TeueHve 2024-2025 rogoB Aonsi CTYAEHTOB, UCMONb3YHOLLUNX
W, yeennunnack ¢ 31% po 57%, Torga kak nuwb 10% rocyaapCTBEHHbIX YHVBEPCUTETOB COOOLUMMM O HammMyuu
MOMHOCTbI UHTErPUPOBAHHbIX cTpaTernn npumeHeHns IN. Kpome Toro, Konm4ecTBo ocumLmanbHO 3aperncTpupoBaHHbIX
cny4aeB, CBA3aHHbIX C NPOTMBOMNPABHbLIM KOHTEHTOM, CO34aHHbLIM C ucnons3osaHnem VW, ysenuuunock ¢ 1 129 B 2023
rogy oo 3 553 B 2024 rogy. ConocraBrneHme ¢ MeXayHapOA4HbIMU UCCReqoBaHUSAMU MOKa3bIiBAET, YTO 3HAYUTENbHbIN
POCT MPOU3BOANUTENIBHOCTU MPU BbINOMHEHUN OTAENbHbLIX 3a4auy, BbISABIEHHbIA B SKCMEPUMEHTASbHbIX UCCIeA0BaHNSIX
(Brynjolfsson et al., 2025; Noy & Zhang, 2023), koHTpacTupyeT ¢ 6oree ymepeHHbIMU MakpO3KOHOMUYECKMMM MPOrHO3amu
(Acemoglu, 2025). lNpoBeaéHHbIN aHan13 No3BONSET BbIAENUTb COLMANbHYO MHXEHEPUIO C MCMOSb30BaHNEM ANMNGENKOB
B KayecTBe npeobnagaroLLen yrposbl, CBA3aHHOW ¢ npumeHeHem W B Y3bekuctaHe, B OTIMYME OT HENOCPeaCTBEHHOIO
TEXHUYECKOro MPOHNKHOBEHNS B MIHGOPMALIMOHHbIE CUCTEMBI. [laHHbIV BbIBOA COrlacyeTcs ¢ pesyrnsrataMu UCCneaoBaHum
Chesney un Citron (2019), a Takke Brundage u coaetopoB (2018). B ctatbe 060CHOBLIBAETCS, YTO KMtoYeBas 3adadva
roCyNapCTBEHHON MOMUTUKM 3aKIYaeTCs B COKpalleHWu paspbiBa Mexay Temnamu BHegpeHuss A un passutmem
3(phEKTUBHBIX MEXAHM3MOB yNpaBIiEHUS Er0 NCMNOMb30BaHWeM. Hannyne nogo6Hom TEHAEHUMM TakKe NoaTBEPXKAAETCH
pesynsTataMmy perMoHarnbHbIX onpocoB. OCHOBHbIE OrpaHUYEHUS NCCNEA0BaHMS CBA3aHbI C UCMOSIb30BaHNEM BTOPUYHbIX
CTaTUCTUYECKUX AaHHbIX, YaCTb KOTOPbIX HE NPOLLa HE3ABUCKUMYIO NMPOBEPKY.

KntoueBble cnoBa: UCKYCCTBEHHbIN MHTennekT; Y3bekuctaH; SWOT-aHanus; gundenk; knbepbesonacHOCTb; LudgpoBas
9KOHOMWUKA; YrpaBreHne UCKYCCTBEHHbIM UHTENIIEKTOM.
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INTRODUCTION

Artificial intelligence (Al) is increasingly recognized as a general-purpose technology with significant
implications for economic growth, labor markets, education, and security. Uzbekistan has made substantial
progress in developing its policy framework for Al, beginning with a presidential resolution on Al in 2021 and
the “Digital Uzbekistan-2030” strategy (Mukhitdinova, 2024; Nasrulloev, 2025), followed by the adoption of a
strategy for Al development through 2030 in October 2024" . In the Global Index on Responsible Al, Uzbekistan
ranked 70th among 138 countries and first in Central Asia, while its share of global Al investment accounted for
only 0.09% in 2022 (Khaitbaeva et al., 2026).

Research focusing on Uzbekistan highlights opportunities for Al applications in economic management,
education, and Uzbek-language technologies (Kendjaeva et al., 2025; Khaitbaeva et al., 2026; Kuriyozov et
al., 2023). Meanwhile, official and legal reports examine emerging challenges associated with Al-enabled fraud
and deepfake technologies (CERT-CBU, 2025; Xolliyeva, n.d.). Within the reviewed sources, no study was
identified that integrates these two research directions into a unified analytical framework or systematically
compares them with international evidence. This article seeks to address this research gap. Its objectives are
(1) to synthesize findings from open sources concerning the importance of Al in Uzbekistan; (2) to examine the
reported risks and institutional responses; (3) to compare these findings with international evidence; and (4) to
organize the results within a SWOT matrix and formulate relevant policy implications.

Productivity. Empirical evidence at the task level indicates substantial productivity improvements
associated with Al adoption. A generative Al assistant increased customer-support productivity by an average of
14%, with gains reaching 34% among novice workers (Brynjolfsson et al., 2025). Similarly, access to ChatGPT
reduced the time required to complete professional writing tasks by 40% while improving output quality by 18%
(Noy & Zhang, 2023). Macroeconomic estimates, however, suggest more moderate effects. Acemoglu (2025)
projects total factor productivity gains of less than 0.53% over a ten-year period, finds no evidence that Al will
reduce labor-income inequality, and anticipates a widening gap between capital and labor income.

Labor markets and education. Cazzaniga et al. (2024) estimate that approximately 40% of global
employment is exposed to Al, with exposure levels reaching about 40% in emerging markets, 60% in advanced
economies, and 26% in low-income countries. In the context of higher education, Zawacki-Richter et al. (2019)
reviewed 146 studies and identified four principal areas of Al application: profiling and prediction, assessment
and evaluation, adaptive systems and personalization, and intelligent tutoring. Their review also highlighted
opportunities for more comprehensive consideration of potential risks and stronger integration of Al applications
with established pedagogical theories.

Security, language, and regulation. Brundage et al. (2018) argue that Al reduces the costs and
technical expertise required to conduct attacks, potentially expanding the range of actors capable of engaging
in malicious activities. They also identify speech synthesis as an emerging instrument that may facilitate
fraudulent practices. Chesney and Citron (2019) demonstrate that deepfake technologies present challenges to
privacy, democratic processes, and national security. They further explain how such technologies may enable
individuals to dismiss authentic recordings as fabricated, a phenomenon described as the “liar’s dividend.”
Joshi et al. (2020) demonstrate that only a limited proportion of the world’s more than 7,000 languages are
adequately represented in language technologies, highlighting the importance of developing linguistic datasets
for languages such as Uzbek to promote digital inclusion. Regarding regulation, the EU Al Act (European
Parliament & Council, 2024) requires deployers of Al systems that generate deepfake content to disclose its
artificial origin under Article 50(4)2.

RESEARCH METHODOLOGY

The study employs a qualitative research design based on content analysis of open sources and a SWOT
matrix. Sources were collected between October and November 2026 through web searches conducted in
Uzbek and English, using keywords such as “artificial intelligence”, “Uzbekistan”, “cybersecurity”, “deepfake”,
and “Uzbek NLP”, along with targeted searches for the international studies discussed above. The inclusion
criteria were relevance to Uzbekistan (or, in the case of international sources, relevance to issues identified in
the Uzbekistan-focused evidence), open accessibility, publication after 2017, and classification as a research
article, an official document or report, or a publication from a credible news outlet. A total of 30 sources were

retained: 19 Uzbekistan-focused sources (9 research publications, 2 official documents or reports, and 8 media

1 Nasrulloev (2025) refers to the presidential resolution dated 14 October 2024 (No. PQ-358); however, the original resolution text
was not consulted. Titles of Uzbek-language sources were translated by the author, and their original languages are indicated in the
reference list.

2 According to the Portuguese public administration portal (digital.gov.pt, updated on 1 September 2026), the transparency obligations
established under Article 50 have applied since 2 August 2026.
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publications) and 11 international sources (7 peer-reviewed publications, 1 working-paper report, 1 IMF staff
note, 1 legal act, and 1 news report covering a survey). Six Uzbekistan-focused sources were reviewed in full
(Khaitbaeva et al., 2026; Mukhitdinova, 2024; Nasrulloev, 2025; Shoaxmedova & Yusupova, 2023; Xolliyeva,
n.d.; CERT-CBU, 2025). The remaining sources, including all international publications, were assessed using
their abstracts, bibliographic records, and official summaries.

For each source, indicators of Al-related importance and risks were extracted, the primary or secondary
nature of the reported figures was recorded, and the findings were organized into a SWOT matrix. SWOT
analysis is widely applied in various contexts, including assessments of countries and industries, although it
has been criticized for its limited capacity to generate quantifiable findings (Helms & Nixon, 2010). Accordingly,
SWOT analysis is employed in this study as a framework for structuring the evidence rather than as a predictive
model, with each element linked to cited sources. The principal methodological limitation is the absence of
primary data, as several reported figures are derived from secondary sources or have not been independently
verified?.

Artificial intelligence tools were used as auxiliary support in approximately 10% of the research process,
primarily to organize open-source materials related to Al development, opportunities, and risks in Uzbekistan
and to assist with the technical editing of the manuscript.

ANALYSIS AND RESULTS

Uzbekistan-focused studies report that artificial intelligence (Al) contributes to improved forecasting
accuracy, the automation of tax and financial control processes, and increased production efficiency
(Nasrulloev, 2025). Nasrulloev identifies four key challenges affecting Al adoption: fragmented data systems,
limited availability of qualified data scientists and computing resources, lengthy financial and legal procedures
for piloting Al projects, and the need for an officially established methodology to evaluate Al effectiveness. To
address these challenges, the author proposes the development of unified data standards, the establishment
of a national Al resource center, the introduction of regulatory sandboxes, and the implementation of KPI-
based evaluation mechanisms across sectors. Mukhitdinova (2024) examines Al applications in smart-city
management in Tashkent, solar energy output forecasting, and precision agriculture. Khaitbaeva et al. (2026)
report that approximately 23% of enterprises have either adopted Al or plan to adopt it, with the highest
adoption share observed in the financial sector (30%), followed by trade and services (20%), agriculture (15%),
healthcare (10%), and education (8%). Between 2020 and 2022, Uzbekistan’s share of global Al investment
increased from 0.03% to 0.09%, compared with an increase from 0.03% to 0.06% in Kazakhstan (figure 1).

(a) Al adoption share by sector (b) Share of global Al investment

0.10 1 =@ Uzbekistan 0.09
= Kazakhstan

30%

AT adoption share, %

T T T
Finance Trade and  Agriculture  Healthcare Education 2020 2021 2022
services

Figure 1. (a) Al adoption share by sector; (b) Uzbekistan’s and Kazakhstan’s share of global Al investment, %*.

Shoaxmedova and Yusupova (2023) identify personalized learning, intelligent tutoring, automated
assessment, and early identification of at-risk students as the main educational applications of Al. They also
highlight data privacy, digital inequality, the role of teachers, and ethical considerations as potential risks.
Kendjaeva et al. (2025), combining a review of 312 articles, a Delphi study involving 22 experts, and a survey
of 420 respondents across 15 universities, report that student use of Al increased from 31% in 2024 to 57%
in 2025, while only 10% of public universities have fully implemented Al strategies (Figure 2a). The reported

3 For example, Khaitbaeva et al. (2026) attribute sectoral Al adoption shares to Deloitte (2022) and a GDP projection to the IMF (2023);
neither primary source was consulted. Kendjaeva et al. (2025) combine a systematic review, a Delphi study, and an institutional
survey; however, only the abstract and publication record were consulted.

4 Source: Khaitbaeva et al. (2026), who attribute sector shares to Deloitte (2022).
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barriers include network speeds below 100 Mbit/s on 40% of campuses, an average of 0.8 Al-literate specialists
per 1,000 students, and limited regulatory guidance. The authors propose a roadmap for 2025-2030.

Language resources represent an area of tangible progress. Kuriyozov et al. (2023) developed a
15-category text classification dataset using data from ten websites and found that a BERT model trained on
Uzbek-language text (BERTbek) achieved the best performance. Mengliev et al. (2024) released a named-
entity recognition dataset comprising 1,160 sentences, while Bobojonova and coauthors (2025) report an
average accuracy of approximately 91% for fine-tuned part-of-speech taggers and introduce the first openly
available UPOS-annotated benchmark for Uzbek.

The reported risks primarily involve fabricated content and social engineering rather than direct technical
intrusion. The Central Bank’s CERT-CBU identifies four methods of payment card fraud: fraudulent phone
calls, suspicious links, malicious applications, and deepfake videos. It also reports 43 variants of malicious
remote-access Trojan (RAT) applications (CERT-CBU, 2025). Cases involving manipulated videos of the
President and the Prime Minister (Zamin.uz, n.d.-a) and fabricated audio and video messages attributed to a
businessman (Spot.uz, 2024) have been documented. Fraudulent “voting” schemes have also been used to
gain unauthorized access to Telegram accounts (Zamin.uz, n.d.-b). Parliamentary figures cited in media reports
indicate that reported cases involving illegal Al-generated content increased from 1,129 in 2023 to 3,553 in
2024 (approximately 3.1 times, +214%), while the number of fake Al-generated images and videos of public
figures increased fiftyfold (Jalolova, 2025; Tashkent Times, 2025). A conference paper reports that deepfake-
related financial losses exceeded 2.6 trillion soums in the first half of 2025 and that 71.4% of such cases were
closed due to the absence of corpus delicti. However, these figures are based on non-public materials and
could not be independently verified (Xolliyeva, n.d.) (figure 2)°.

(a) Al use in higher education (b) Reported illegal Al-generated content
4000 -
60 - 57% 3,553
¢ 3000 1
£ 40 - g
; o
5 3% £ 20001
= )
n &,
201 & 1,129
1% 1000 1
0 T 0 T
Students Students Public universities 2023 2024

(2024) (2025) with full Al
strategy (2025)

Figure 2. (a) Al use in higher education, %; (b) reported cases of illegal Al-generated content®.

Uzbekistan has updated its legal framework for artificial intelligence through Law No. O‘RQ-1115 of 21
January 2026, which establishes general rules for Al use and introduces administrative liability for certain
unlawful uses of personal data involving Al, restrictions on Al applications that violate human dignity and rights,
and penalties for unlawful use, including confiscation of relevant tools, The enacted legislation provides for
confiscation of the instruments used in the administrative offence and a fine ranging from 50 to 100 times the
base calculation amount for specified unlawful processing or dissemination of personal data using Al (Jalolova,
2025; Tashkent Times, 2025)". Al ethics rules were approved in March 2026 (Spot.uz, 2026); a Cybersecurity
Strategy for 2026—2030 was adopted (Ministry of Internal Affairs, 2026); the CSS 2026 summit in Tashkent
featured exercises addressing Al-related threats (UzA, 2026); and six laboratories specializing in cybersecurity
and Al are being established under the Future Technologies Center (Kun.uz, 2026). The main Al-related risks
and corresponding institutional responses are summarized (table 1).

5 The author of the conference paper states that the figures were derived from classified materials. They are presented here solely as
reported claims rather than independently verified findings.

6 Sources: (a) Kendjaeva et al. (2025); (b) Jalolova (2025).

7 The bill was reported to have been approved in its first reading on 15 April 2025 (Jalolova, 2025); its subsequent adoption status has
not been verified.
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Table 1. Main Al-Related Risk Types in Uzbekistan and Reported Responses®

Risk type Reported cases Reported or proposed response
Altered videos of the President and Prime . .
. . ) . Draft law: mandatory labeling of Al con-
Deepfake Minister (Zamin.uz, n.d.-a); fabricated au- . S
. - L . - tent, ban on rights-violating uses (Jalolo-
impersonation dio-video attributed to a businessman . :
(va, 2025; Tashkent Times, 2025
((Spot.uz, 2024
Phishing and Phishing links, 43 variants of RAT-class ap- | Cybersecurity  Strategy = 2026-2030
malicious plications, deepfake videos in card fraud | (Ministry of Internal Affairs, 2026); cen-
applications ((CERT-CBU, 2025 tral-bank CERT monitoring

Account takeover (users (Zamin.uz, n.d.-b

Fake “voting” schemes targeting Telegram

No specific response reported in the
source

Enforcement gap
(n.d.; unverified

Claim that most deepfake-related cases are
closed for lack of corpus delicti (Xolliyeva,

Proposed: dedicated offence and digi-
(.tal-evidence procedure (Xolliyeva, n.d

The evidence is organized into a SWOT matrix (Table 2).

Table 2. SWOT matrix of Al in Uzbekistan®

S — Strengths

- Strategic and legal framework: 2021 Al resolution, Al
strategy to 2030, Cybersecurity Strategy 2026—2030
(Nasrulloev, 2025; Ministry of Internal Affairs, 2026)

- First in Central Asia in the Global Index on Responsible
Al (Khaitbaeva et al., 2026)

- Rapid student uptake: 31% to 57% (Kendjaeva et al.,
2025)

- Open datasets and models for Uzbek (Kuriyozov et al.,
2023; Bobojonova et al., 2025)

W — Weaknesses

- Infrastructure limits: below 100 Mbit/s on 40% of
campuses (Kendjaeva et al., 2025)

- Skills gap: 0.8 Al-literate specialists per 1,000 students
(Kendjaeva et al., 2025)

- Fragmented data and no official method for measuring
Al effectiveness (Nasrulloev, 2025)

- Only 0.09% of global Al investment (Khaitbaeva et al.,
2026)

O - Opportunities

- Productivity in finance, agriculture and energy
(Mukhitdinova, 2024; Khaitbaeva et al., 2026)

- Green digital economy and smart-city projects
(Mukhitdinova, 2024)

- Personalized education and a 2025-2030
roadmap (Kendjaeva et al., 2025)

- New technology center and Uzbek-language Al
(Kun.uz, 2026; Joshi et al., 2020)

T — Threats

- Deepfake impersonation: 1,129 to 3,553 reported
cases (Jalolova, 2025)

- Phishing, RAT applications and account takeover
(CERT-CBU, 2025)

- Privacy, bias and labor-market effects
(Shoaxmedova & Yusupova, 2023; Cazzaniga et al.,
2024)

- Enforcement gaps and digital inequality
(Xolliyeva, n.d.; Khaitbaeva et al., 2026)

Two key findings emerge from the comparison of Uzbekistan-focused evidence with international research.
First, Uzbekistan-focused sources report Al adoption shares and projections but do not provide worker-level
or firm-level productivity evidence. Therefore, the productivity gains documented by Brynjolfsson et al. (2025)
and Noy and Zhang (2023) cannot yet be assumed to be directly transferable to the Uzbek context. Second,
the substantial GDP projection attributed to the IMF in a secondary source (Khaitbaeva et al., 2026) is not
directly comparable with Acemoglu’s (2025) task-based estimate because the underlying metrics and time
horizons differ. Accordingly, this projection should be interpreted with caution until the original source has been
independently verified. The comparison of Uzbekistan-focused findings with international studies is presented
(Table 3).

8
9

Author’s development.
Author’s development.
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Table 3. Uzbekistan-focused findings compared with international evidence!®
Theme International evidence Uzbekistan-focused evidence Reading
+14% (+34% for novices) i No worker- or firm-level stud
Task-level|customer support (Brynjolfsson et Y| Evidence gap;

productivity

al., 2025); -40% time in writing tasks
(Noy & Zhang, 2023)

found; only sector adoption shares
(Khaitbaeva et al., 2026)

transferability untested

Macro growth

TFP gain below 0.53% over ten
years (Acemoglu, 2025)

Secondary GDP projection attributed
to the IMF, unverified (Khaitbaeva et
al., 2026)

Treat large projections
cautiously

About 40% of jobs in emerging

Job displacement noted only briefly

Under-researched

2019)

2025)

Labor exposure r;:zrlgts exposed (Cazzaniga et al., (Khaitbaeva et al., 2026) locally
Four application areas; weak critical | Use 31% to 57%; 10% of universities Use outpaces
Education reflection (Zawacki-Richter et al., | with full strategy (Kendjaeva et al., P

institutional framework

Malicious use

Lower attack barriers; deepfakes;
liar’s dividend (Brundage et al.,
2018; Chesney & Citron, 2019)

Deepfake impersonation, card fraud;
1,129 to 3,653 cases (CERT-CBU,
2025; Jalolova, 2025)

Pattern consistent with
international analyses

al., 2024)

Disclosure of deepfakes, EU Al Act Draft law with mandatory labelin Convergence on
Regulation Art. 50(4) (European Parliament & (Jalolova, 2025) 4 g labeling;  enforcement

Council, 2024) ! untested
Language|Few of 7,000+ languages well ?\}I{euvrvi éjzzobfl; t i?tagggss,_a&znn;;;ieft Gap addressed
resources represented (Joshi et al., 2020) A v ! g bottom-up

The findings from Uzbekistan reveal a recurring pattern: Al adoption is expanding more rapidly than the

development of corresponding governance frameworks. Student use of Al reached 57%, while only 10%
of public universities had fully implemented Al strategies (Kendjaeva et al., 2025). During the same period,
reported cases of Al-related misuse also increased (Jalolova, 2025). Although these trends do not establish
a causal relationship, they collectively suggest a need to strengthen governance capacity in line with the
growing adoption of Al. Regional survey evidence indicates a similar pattern: companies in Central Asia and the
Caucasus reported industrial-scale Al implementation at more than twice the global rate, while a considerably
smaller proportion had established clear Al strategies or formal governance structures (Khassenkhanova,
2026)". This comparison is illustrated in (figure 3).

[ Global

Il Central Asia and Caucasus
76%

80

% of companies

Cross-functional Al
governance structure

Industrial-scale AT with
measurable returns

Clear company-wide
Al strategy

Figure 3. Al implementation and governance: Central Asia and the Caucasus vs. global companies, % of companies*2

The reported cases in Uzbekistan primarily involve impersonation and fraud that exploit public trust,
consistent with the mechanisms described by Brundage et al. (2018) and Chesney and Citron (2019). Such
activities do not necessarily require unauthorized access to information systems, and Xolliyeva (n.d.) argues
that this complicates their classification under existing legal provisions. One source reports that circulated
deepfakes were in Russian because convincing Uzbek-language deepfakes had not yet emerged (Zamin.

10  Author’s development.
11 The KPMG survey included 32 respondents from Central Asia and 40 from the Caucasus. A KPMG partner noted that some
respondents may have interpreted the term “production” broadly (Khassenkhanova, 2026).

12 Source: KPMG survey as reported by Khassenkhanova (2026).
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uz, n.d.-a). As Uzbek-language models improve (Section 3.3), this limitation may diminish; however, this is
the author’s inference and is not directly demonstrated by the cited sources. The convergence between the
Uzbek draft law and Article 50(4) of the EU Al Act regarding the labeling of Al-generated content is a positive
development, although labeling requirements alone may be insufficient to prevent fraudulent activities by
individuals who disregard them.

Five policy implications follow. (1) Evaluate the effects: adopt the KPI-based evaluation of Al projects
proposed by Nasrulloev (2025) and commission worker- and firm-level studies based on experimental designs
used in international research. (2) Strengthen data infrastructure: establish a unified data standard and a
national Al resource center. (3) Integrate Al literacy and pedagogical approaches into higher education
strategies, addressing the need for stronger connections between Al applications and educational theory
identified by Zawacki-Richter et al. (2019). (4) Strengthen the legal and enforcement framework: clarify
legal provisions concerning offences involving synthetic media and establish appropriate procedures for
handling digital evidence. (5) Improve statistical reporting: regularly publish incident-level statistics to enable
evidence-based risk assessment rather than relying primarily on media reports.

The analysis relies on open sources, some of which contain secondary information. Statistics reported by
the media may be incomplete, international sources were assessed at the abstract level, and SWOT analysis
does not provide a basis for ranking the factors it identifies. Future research should incorporate primary incident
data, firm- and worker-level surveys, and systematic full-text coding of the relevant literature.

CONCLUSION AND RECOMMENDATIONS

Artificial intelligence (Al) is becoming increasingly important in Uzbekistan’s economy, education, and
language technologies, although the country’s share of global Al investment remains relatively small. The
reported risks are primarily associated with deepfakes, phishing, and social engineering, while reported cases
involving illegal Al-generated content increased approximately 3.1-fold between 2023 and 2024. In comparison
with international evidence, Uzbekistan’s key strengths lie in its developing strategic and legal frameworks,
while infrastructure, professional skills, and data resources represent important areas for further development.
The central policy priority is to ensure that Al governance, enforcement mechanisms, and impact assessment
systems advance in line with the growing adoption of artificial intelligence.
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